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Smart Grid perspective

Smart Grid Circumstance

¢ Number of motivations for enhancing Smart Grid “ o .

¢ Plenty of research papers and conferences during 2011, 2012 What makes the grid “smart” is the

% Smart Grid mentioned again from 2020 with number of reports application of digital, cyber infrastructure
¢ Grid development is gradually an obvious smart grid one working with the physical system to

Smart Grid test best and demonstration projects are conducted
prevalently worldwide

% ICT, loT, BlockChain, Al experts are involved into Smart Grid
research

perform the functions of sensing,
communications, control, computing, and
data and information management to
inform planning and operations. J)

An electric platform that will ensure an ability to
improve aspects such as resilience, security,

efficiency, and affordability while addressing
uncertainty for future technological options and
changing customer preferences and policies.
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What is smart grid?
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11/2: Resolution of

Vi etn a m S m a rt G ri d Politburo On Orientations

of the Viet Nam’s National

Report for Energy Development
Development the result of Strategy to 2030 and
strategy of proposed outlook to 2045
Renewable Indicator Set
Energy of By EVN
o Vietnam by 2030
f= with a vision to
K 2050
2 2012 2016 2019 2021
=
(@ 7\ 7\~ (@) — L@
\5::5/ \§::£/
Prime Minister 18/3: Approving revisions to the 1/10: Approval of the 17/8: EVNHANOI
approved the national power development plan from terms of reference for Completed its 2021-
Scheme on 2011 to 2020 with visions extended to the dEVEIOPment of the 2025 detailed smart
Development of 2030. national power grid development
Intelligent Power 21/3: Approving the indicator set for development plan for roadmap.
Grid in Vietnam evaluating Vietnam’s power sector the 2021 - 2030 perIOd, November: Revised
development. outlook to 2045 (Power Power Development
13/4: Program to improve the Development Plan VilI) Plan 8
efficiency of the operation of the
- power system
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Vietnam Smart Grid

SCADA CONNECTION RATE

Power Plant Total Remainin Connected and
X Year Connected . 8 sufficient (0]
/ Substation Amount connection . 0
signals
12/2019 Quantity 222 222 216 199
Power Plant %
(>30MW) 276
12/2020
12/2019 |-2uantity - Remote meters at 110kV+ substations
Substation %
500kV 36
12/2020
12/2019 Quantity 134
Substation %
220kV 140
12/2020
12/2019 Quantity 841
Substation %
110kV 869
12/2020

B Mechatronic Meter m Digital Meter

TOOREHAB

25/06/2022



Outline

H Smart Grid Research Topic Trend

wwwwwwwwwwwwwwwwwwwwwwwww




Smart Grid Research Topics

1 Communication

Smart Grid Topics

Prices Forecast
Block chain, Smart Contract
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Smart Grid Communication Systems
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A hierarchical smart grid system integration map Power grid SCADA system Network architecture for the next generation smart grid
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Data-driven Operating Power system

In developing a smart grid, the
measurement technology used
plays a crucial role.

The two-level linear state estimator

Aypticatins

Mleasared (ata

Comnards and Controly

Power é;«a’f: x

Control Center

Maintenance

Equipment
Parameters

cano KT

Connections /_,.- i
P quipment

Connections 4

Topology State
=
Processor System Estimator
Topology

Analog
Measurements

Closed loop system for smart monitoring and control of power
system:

o Measurements and Sensing

. Communication

. Processing Equipment and Programs

*  Acting on the System Based on Obtained Information

SCADA
Substation
Substation RTU SleEtrliJﬂun
RTU

BAIHOC

Model aggregation for simulation applied in wide-
area measurement system (WAMS)
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Smart Grid Data Flow & Analysis & Managemnet

Integration of edge computing (EC) to existing cloud
computing (CC) system/ centralized control for data storage
and processing serves real-time operation and control

[Perceptual tayer (edge devices and sensors)| 2 .
§ Ty P : o WH
£ j [ECias dhixifision niode | & H : Operational || System || Adaptive || L | Managing Grid Resiliency
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> i ‘ lt . [ st o Profile || Customer == Segmentation || Analysis Enargy Billing || communication
L o5 : i i value rameters
Electric vehicles ~ Smart meters Renewable energy ' EC on device ; Smart analytics T T I I T T T T
oE 5 " ! ' EC layer (EC nodes) | | — rid L
SCADA System S z Satellite | 1 Collected data | yer ( )} ] e o - Events
1L N | analytcs| | [~y | ertcation || clsiicton || iterg || i
IS—r—7— data standardization, P - Iy 1 T T
S| datafusion and analysis, istributi z o e
: 4 data processing and storage, Distribution Automation & | Applications B
| Commands fomEC | data encryption outgoing, ... Control = Electrical || Topology Parametric Asset
Sensors in SCADA system Phasor measurement unit (PMU) T State
Z » l il analytics T T T |
o = i
Application layer (CC nodes) I 3
pplication lay 0 b = . \ Substation s::'m meter || senser
‘ | waveforms data ignal
Decision making, — [T " Pre-processed data Power wireless private network, = - ,\k“ ‘ mSIngI;:u waveforms signals
carly waming, Energy "> publictclecommunication network, o = S5 i} T I T T
state estimation, optical fiber Sehtion tetwork, utage — . .
mﬁ;“i“g’ i 9 ; ‘power communication network, .. Management Power Quality and
C storage, . 'y .
o system  Mobile R R EC Enabling Plug-In Hybrid Vehicles Planning
terminals EMS

A comprehensive architecture of EC-CC system in smart grid

Smart grid as enabling engine - depiction of opportunities Scope of big data analytics in smart grid

Problem Areas  Low Cost scalable ' A

Theft Monitoring infrastructure for Data Sources Big Data Analytics

and Operational transitionaing to Platform
Transperancy smart grids - =

Identification of

Weather, Events
1 VA
[ | Connection ey
Verifieation i ®

4 1
[0 [
Load Analysis Lo

ml |Lnsd

. s . - Equipment, Sensors
‘Bad Data Forecasting With Customer M;’m-w =
- o) Individual Meter [ i nagement
F Detec ividual Meters :
= -
E - =) B il [Q]
= Nan-techaical Forecasting Without Demand Response. =
= Loss Detection Individual Meters Program Marketing Compression Customer, Facilities
m nc -C W-C VD W
Load Probabilistic Demand Response Data .'
Profiling Forecasting Privacy
Fault Location Load diagram i i i i

Time Series Analysis, Dimension Reduction, Outlier Detection, Classification,
Clustering. Deep Learning. Low Rank Matrix, Campress Sensing. Online Learning, efc.

and accurate
demand profiling

and Identification

Techniques:

I~
High-level view of the flow of data into the utility Big data analytics process
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Smart Grid Standards

Generation

/T Distribution
<

Transmission =
>
.
* Smart Meter
* In-Home Display
« Hi-Efficiency Appliances
* Customer EMS
A * Gateway to Distribution
>
& ”

TCP/IP Transport with IEC 61970, 61968, and 61850 ANSI C12.22 Zigbee/Homeplug
for Data Exchange Wide-Area Network (WAN) Local-Area Home-Area
on WiMax @ 1.8 GHz Network (LAN) Network (HAN)

WAN,

WAMS, Super PDC

”%:H

o= /T\ Local PDCs

=1 "» s

)
SRIUD) [ONU0) 'VAVDS

1
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Sensors and
Instruments

Conunon Standards

*  Wireless: RF Mesh, WiMax, Cellular stds
(3G, 4G, LTE), DNP3, ModBus

o Wired: DSL, Ethernet, Optical Fsiber

Common Standards Common Standards

*  Wireless: Proprietary protocols (Z-wave, *  Wireless: IEEE 802.11/802.15.4/802.16
ZigBee) s Wired: Ethernet, PLC, DSL

o Wired: Ethernet, PLC

Main data communication standards

Data Security — IEC 62210
Security — [EC 62351

Safety — IEC 61508
[EC TR 62325 (Framework for energy market)

¥
CIM EMS
150 = = IEC 61970
Lser User
EMS Control DMSControl
Centre
CIM
IEC 61968
IEC 60870-6 (-2)
(ICCP) {EC 608705
DNP 3
IEC 62056
Local Control Centre [EC E1107 Q
Customer
Meter
Substation 1 Substation 2
IEC 60870-5 ] IEC 60870-5
DNP 3 Station Bus DNP 3
‘ IEC 61850-8-1
PMU
IED 1 IED 2 Tele [ED 1 IEEEC 37.118
RTU| £ Protection
IEC 60834
| Process Bus |
Powe IEC 61850-9-2
er
Generation Power System Power System

SCADA and smart grid protocols
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Smart Grid Security (1)

Corporate world Internet
Physical b
World
e Firewall
Data ware house ~ Server
[Sensing |
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network
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Cyber attacks have the potential to threaten multiple

layers of the cyber-physical system of the grid Cyber Security of Data and Power Systems

(EVNCPC Quang Nam) Security threat points in a SCADA network

nauvc % Renewable En
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Smart Grid Security (2)

Generation
4 User’s Privacy | Non-malicious ——
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: - L y @ Utility ——
Physical security | c S Gl W (J
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() Internal Employees engr
(7)) Use of Internet Protocol (IP) and C - _ e
commercial off-the shelf g
hardware and software Neighborhood oy
Rivals
More stakeholders | () HAN
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Cyber defense I

Information flows to/from a smart meter including price
Cyber-physical risk mechanism information, control commands, and meter data
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Control Architecture of Energy Management System (EMS)

Grid / voltage regulator
(Upper level)
|

Aggregator / Transformer - »  Two way Communication Flow
(middle Level)

Voltage regulator

. (OLTO) S 1 - Power flow
: Transmission line ™
- . « Home
Distribution (Lower Level)

Transformer |

IEC 62056
IEC 61508
IEC 51131

i IEC 14543
\ IEC 61499

S % &
@m&&

\EC B2326

|EC B16TO
Aggregator

1 km-100 km Y #

Meme ppliances

T o
Wide Area Network 100 m-1 km
I

N 0-100 m i
Field Area Network T
Local / Home Area Network

Conceptual architecture overview of different level of EMS

Network upgrade Net present value of

component

Payback year
Annual cost Project installation

Penetration level of DER

Maintenance

Project Investment

planning cost

Reactive power Operation

deviation Capacity adequacy cost

DER income
Net saving

Real/Resistive

Distribution line Network .

power losses Benefit to cost ratio

Reactive/inductive

Emergency demand Pcalgrt)ad
g

reduetion

Capacity adequacy cost

_—— Power and energy
losses

Number of
switching actions Stability o Overalll power |?SS€S
Voltage and - during operation

Er:qu_cucy ) 7-""-*--_,_‘ Planning
Frequency, stability "4 component cost
variation ,

Deviation Drop

Revenue
Reinforcement
component

Overload of
Nodes

Voltage THD
Reactive current component

AN Electricity service
Techno-cconomic  Reliability of quality
Hazard DG System l"alilu.reU“it Y its for

consumer

Comfort level
Flectricity service

quality

Technical and economic objectives of EMS at different level

Toward 100% Renewable Energy
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Flexible AC Transmission Systems (FACTS) & Resilient AC Distribution Systems (RACDS)

Traditional FACTS and RACDS devices: (a) TCR, (b) TSC, (c) TSSC, (d) TCSC, and (e) multi-pulse converter

POWEI' eléCtl'OﬂlCS + CDn";OI

I, TRANSMISSION LINE 1

Vg ——
FACTS

Role of power electronics in FACTS: (a) Transmission network
without FACTS and (b) transmission network with FACTS.

ISSION LlNE

- TRA
c1

Conventional
power plants,

Renewable
energy source

Bulk
Industrial load

Different configurations of FACTS for smart-grid:

(a) shunt, (b) series, (c) series-shunt, and (d) back-to-back

Iustration of the transmission network in a smart grid

Distribution
Substation 2

Distribution
Substation |

Parallel two out of phase feedars Parallel two feeders.
W P S A A
R T ¥ ¥
_& S~ &
) &8)(3)Fry @) (o éﬁé )
T2 Ki/ o ‘£ E/ ‘E ﬁ
Dlslrlbuted Backup Power Public  Critical Dlstrlbuled Local Power
Generation Generation Transport Loads Generation Generation

Illustration of the distribution network in a smart grid

——

Microgrid

)

Controllable Distribution Network )

RACDS
Meshed Distribution Systems )

_>( Controllable Distribution Network )

I'l'la
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Distributed Renewable Energy Integration

Source: 2010, Alex, IEEE Proceedings

12kV AC Bus Legacy grid
N i User‘lnte!'face ‘
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- ==
~ ) Communication - [ c B
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120V AC Y sl i o o
il J / -.%_* > N\
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'7
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Generator|

[ 1 |'a
T 1

.- .
120V $ 480V
LOAD l DRER l DESD LOAD . DRER l DESD

Key elements of the Envisioned system

* FREEDM Future renewable electric

The interface of a future home in the Envisioned system

Solid State Transformer

The SST typically includes a
high-voltage ac to dc power

energy delivery and management.
* DRER Distributed renewable energy

conversion stage, a high- P anay resource
frequency DC/DC converter I Bty (PHE) * DESD Distributed energy storage device.
stage to produce a regulated ~_°*™ e * |EM Intelligent energy management.
DC bus, and a DC/AC stage to — — * IFM Intelligent fault management.
Tracitonal power gnd produce a low voltage — « SST Solid state transformer.
-

Envisioned system based on wide-scale use of
Distributed renewable energy resource and storage

regulated AC bus. Therefore,
an SST is essentially a three-
port power exchanger and
energy router.

DC Bus

e FID Fault isolation device.
e RSC Reliable and secure communication.
* DGI Distributed grid intelligence.

Toward 100% Renewable Energy
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Resilience/Self-healing Capability

EPRI has estimated that “across all business

Preventive Control

sectors, the U.S. economy is losing between US

- ol Restorative A ¥
$104 billion and US $164 billion a year to outages.” / *~~,&vae
i ™ Control
i e e AR I B @ L
60 - 2003 NE ¢
=
a a0 4
G 401
S 304 ¢ 1996 WSCC
E | 1%5 N E | ----- ¥ Transition Due to Control Action —— Transition Due to a Disturbance ‘
g 20 ¢ o 1996 WSCC
12' 1982WSCC 1977 NYC
0 10 2{] 30 4‘-1-{] 50 60
Duration (h) §
§ 2
Major blackout events in the United States and s
their associated impacts in terms of load lost. NE = Northeast; NYC U Node Branch Based JJ
= New York City; WSCC = West Coast; MW = Midwest. - — S

Power Grid Data Decision Support
Toolboxes I ﬁ
Benefits of Self healing ‘
) g '

(i) Economics

> == Model of vaer edromechan
Gnd Transient
Constrmms

Restorahon Strategy

(ii) Security
(iii) Safety

'

iv) Environmental
) Yy

A restoration decision support system for system operators

To dmu w

TOOREEAB
22

25/06/2022



Dynamic Line Ratings (DLR)

DLR
Analytics ISO/RTO Market

/ W1, \ Line ‘ Communications EneinE Operator Interface

- )= Sensor_.~ NN e
V4 ' \ Solar
\Heating ‘E‘ ‘E ‘E‘ =
= Flectrical é

‘ﬂ #
ﬂij%condudor o= 1. ;-: _.__.-"' Lﬂta| Bac k“E nd EMS ;Jl sCADA
=07 Communications  Communications @m

1
Electrical & : R
Current S R ! > ! | Gateway Gateway Master
Ssine Cooling T
(Joule Effect) i e |
Radiative Environmental Transmission
\\ Contlig —// Condition System Operator
= Monitoring EMS Interface

Factors Affecting Line Ratings Dynamic line rating technology in transmission system operations

/L/\/ /\ '\f

Dynamic Line Rating

DLR systems help
determine the real-time

N '\/’\l

~ "_‘\ “HJ/-\ /
Ambient Adjusted};;Eg\_/\ \
em

\
f
Static or Seasonal Line Rating “~ Real-time rating lower than static rating

Line Rating (Amps)

and forecasted current-
carrying capacity

Time (Hours)

lllustration of DLR rating providing additional line capacity
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Wind Energy in Context of Smart Grid

Interconnection of large wind farms with power grid can add
a new degree of control to the smart power system

¢ A smart grid allow wind turbines as intermittent sources

+ Advanced wind turbines with power electronics controls
and other devices can support a grid with active/reactive
power and protect the equipment during severe grid

disturbances.

VSC

Concept of SVC with battery energy storage

. 10% Active and reaciive power
v T T T

Power [VA]
{

-

Active
and

reactive
power
output
of the
convert
er
during
fault.

Functions
Inrush-free operation
Fast, reliable, continuous
operation
System efficiency > 98%

Active power reduction
on grid over frequency

LVFRT
Symmetric, asymmetric
Harmonic cancellation
Black start

Remote monitoring and
diagnostics

i 4 4

LR

‘Extensive communication
interface
> Internet security
Ripple control
Active, reactive power setpoint
Safe operating area bounderies
Active, reactive power
| LVFRT voltage/ reactive current
ratio
» Measurements and diagnosis

A

Functions of the full-scale converter for wind turbine applications relevant

to Smart Grid. LVFRTV (Low Voltage Fault Ride Through).

Active

Inverter Power Rectifier
Q>0 U Q>0

P>0 2 P<0

_ Generation f
Reactive
Power A A

Absorption U4

Q<0 Q<0

P>0 P<0

Offshore

Substation

o
e

22-72kV
Collection grid

72- 245 kV Subsea
#| Cable transmissio

On-shore
Substation

Reactive
Powar

Onshore

Storage. (U1l-system

- ° o y vy, BrD

voltage at the bus, U2-

offshore wind farm with onshore power

submarine cable design
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Aritificial Intelligence and Machine Learning

- Smart grid expert system Renewable power dispatch Energy markets
SG knowledge base
Rule and
e i | | () somne
Users/power consumers
Smart grid exp
Sizing problems 01 02 Reserve sizing
Expert system for smart grid
Data
Dal extraction B
collec‘tnion from SG A cessng 0 5 0 3
from SG vSs Component
- 04
Al-Decision
making
b
Data Analysis |« i < Data Analysis | P ing
Artificial Intell f Things (AloT) d % Grid security
rtificial Intelligence o ings (AloT) in smart gri . . . .
s s s +* Real-time faults detection and monitoring Reliability assessment

+* Load prediction
* Grid stability assessments N s e
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Control Storage in Smart Grid

Transmission Distribution Customers

Low-scale |
Energy Storage |

Generation «w |

4 kv l0|
46 kV |

Generation

A
-
x
<

I | |
I || | I
! Il il |
| gl I |
| il fiLl 3
- | I3 || | N
g1 | I - T
= | | | I | Low-scale | Jé-»
£ | : | Medium-scale : | Energysmrage: 8
<
8 | L EnergySh:wage| | | 8
| Large-scale | | ) |
| Energy Storage | | (el |
e e e —— e e e e e e e o ——
Services to Services to Services to all
transmission utilities utilities and stakeholders

and system operators  system operators

Electric Utility Grid

Potential deployment of energy storage at different : 0{07%?“{ S s O
i et Bperator —_—
levels of the smart grid > [JEGei (Tl g
Switching
Signals Step-Up
& Coupling
Measured A
Varables d 1 m Transformer
Three-Phase Three-Level

Dual Buck/Boost ‘

dc/dc Converter = Voltage Source Inverter

Das

+Ves2 | Ly

‘ii',
Bank of m ES;

SCs B ES,

ES,

~Vies/2

Major Services Provided by Energy Storage to Three Stakeholder

EPS Operators Utilities Customers
Enerey arbitrage Transmission Time-of-use bill
£y g deferral management
Load levelling Distribution Demand n?hargc
deferral reduction
_ Resource Increased'dlspersed
Peak shaving generation self-
adequacy :
conswmption
Non-spinning Transmission Backup
reserve congestion relief power
Black start Dlsm])uunq I.’cwcr quality
congestion relief improvement

Frequency control

Voltage control
Spinning reserve

Integration of
variable and
intermittent RESs

Grid resilicnee
strengthening

General architecture of selected distributed energy storage technologies: BESS/SCES system
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Control Electrical Vehicle in Smart Grid

Central generation VZ G
5|5‘ T T T
alley-filling performance of three controllers
L 3 M Transformer ,.;H: ﬂ
K HV network
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e

. g 4.5 32 Wind farm
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\ Power generation =l
I))))) Y L % _______ = GEV battery GEV charging station
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P y renewable
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= R S— A
a i
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Residential areas

The peak demand for electricity will be reduced by

Conceptual scheme of a smart grid for controlling PHEVs’ charging. the use of smart appliances, local generators,
and/or local energy storage

Electrical Vehicle Technology
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Advanced Microgrid Control
ol

Y :
& S ‘ System Condition Operation Mode Integration Configuration
\ ¥ A *
.~ ‘ ’ (0] . .
o ) . . Communication
; f&: £ ~ N 1 Centralized Dispatch
| & — PR DURSSSUUIU. USSR, SRR WSRO orma et . Configuration and Condition
o b NN N ~ Restorative » Distributed Control ~ Operation, Interconnection,
" L ‘/ and Interoperability Standards
p ;r;\\ 5 T Qe O Qam Fault Ride-through Microgrid Configuration,
(mm'.a.) —~ (@) () ) Ownership, and Agreement
(! D a g § Blackout ¥ Black Start with Utility
.\.E E/ LA Enm;y markets
—— Woather forecast
Primary control: Conventional droop characteristics
|| o (a) P-w droop. (b) Q-V droop Operation modes of Networked Microgrids
gﬁ L
T contral - —+
B A Bl ;e Infrastructure hardening
Sacordan Microgrid _+ . : . . .
e Nateror Planning [® Flexible resources installation for
: : : networked MGs
- - _—
Tertiary —T—4 Primary . h \
Contrel > ' ! o
rm_)(-} ‘ _+ : | ‘ ‘e Pre-positioning resources
-7 . i Preparation o Operational strategies of MGs in
Microgrid 1 . - . | i coordination with other resources
| Microgrid 2 ™ LC S — > o Fomcestiog h R
: T T T T4 o - ‘e Restoration with networked MGs
Microgrid N T awromTo e = - Recovery 0 Coordination of networked MG

s H . .
Main Grid MGZg B with other flexible resources

Hierarchical control levels: primary control, Decentralized: MAS-based architecture with service

secondary control, and tertiary control. agents Local Controllers (LCs); Service agents (SA). A resilience-centric paradigm based on NMGs
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Demand Side Managements = = ———

v Network Securitv
v" Economic Operation

DSO q
| =W

-
» v Demand Response
v Energy Efficiency

Aggregator

N &
|
‘ e —— — o I
v' Home Energy Management [ | !
- . Retailer V' Transactive Energy A ! i
v Electricity Purchasing & > — k
V' Price Design o = <
v" Personal Service Data Service Tubines Bectriceticle
v

Thett Detection

Provider

v Data Cleaning
v" Data Analytics

——>  Power flow

< — — — 3  Communication
MNework
05 major players on the demand side of the power system: + Peak Clipping Flexible Load Shape
consumers, retailers, aggregators, distribution system Clustering DSM . t // %
operators (DSO), and data service providers. g 4 - NN\
27 N\
: Hour of Day Hour of Day
Development of personalized products
A s (e.g., electricity tariffs) in each Nally s Strategic Growth
= s 2N
= l (@ ) implementation i Cluster Centers for Each Group E E /\ /\
:: Ca % Q = £ 60 G_TO.UlP T A Group 4 & gl 7 \
ko) (< E]
S S i o o 5a - perform ex-post SRR Tour of Day Tour of Day
o Commurts 29 ® @ analysis and customer diagnosis % 10
- o] g = - .56 - Load Shifting Conservation/Efficiency
b - 5@ . . . 23 -
2m a help to design more reliable electrical ] % =1 Group 2 g E \ /
. - systems. adoption of new technologies, ' 10 ~Growp 1_—~ 2l H L
SR I e IR uch as household solar panels, EV,Bess 0 =
© “ § Hour of Day Hour of Day
- 10 20 30 40 50 60 70 80 90
5 Deciles (%) q .
demand forecasting to make a more Demand side management techniques
precise purchase in the wholesale
electricity market.
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Blockchain Potential Applications in Electricity Sector

|

Previous block hash
Resulting block hash
Time stamp

— Header

Transaction 1
Transaction 2
Transaction 3

Transaction 4
- Body

Transaction n

Blockchain general structure

Permissionless
blockehain

Preliminary evaluation criteria for suitability of
blockchain technology to an application.

- T
e ™,
f i}
- I - I -
S -

e
Fast
transactions

Low
transactions
failure. fees

r /‘\\
e Blockchain soaees )
5o interesting B /

features

Increase
automation
~\.//

Anonymity

Blockchain technology main features

P2P Energy
Trading

Grid Operation
ard e Wholesale

7 Blockchain
mwemensw APPlications
= in Electricity Martacs

Classification of blockchain applications

CQuartierstrom N
o % Share&Charge
Lo3 Enar, py—
L o /' Share&Charge &
Los Energy & R R /[ eMotoWerks
eMotorwer % N > inforsation flw
«—> lectricity flow A
Fower Ledgar W‘ﬁf Wu,ﬂ. o EVs Charging SharedCharge &
l Owygen Initiative
Grid Singularity P2P Energy Trading Basic architecture of P2P |{ Tennel
- electricity trading based on
SunContract blockchain technology
Frosume Sun Fxc o

Jouliatie Fower Ledger

ToBlockChain
Prosume

Panton (Enerchain)

Wholesale Markets Investments in RESs
Ponton (NEW 4.0) Blockchaln
Bankaymoan . Applications in Solarcom
Pylon <\ Metering Billing. and Electricity Sector Local-e
Retall Markets ./
Prosume <
/l Prosume
Restart Energy JJ'.'
Crid+ ‘:r Ponton (Gndchain)
Fower Ledgar
Dao IPal Gnd Operation and
Enery Blockchain Managameant Tennal
Lahs

Green Energy Wallet

Power Ledger Trading of RECs and

Carbon Credits
SParonp Fujitsu

Poseidon

Projects and startups investigating blockchain applications in the electricity sector

Toward 100% Renewable Energy

25/06/2022

TOOREEAB

31



Home Management for Demand-Side Management

Incentive based

/terruptible load |+ o Chaeient
 \Direct load control / !
| Capaclty market N

Market based - i Emcrgency demand reduction E
§ Dcmand bidding and buyback

e :
Power based

Real time pricing
Inclining block rate

— Energy based

I
Critical peak pricing | \Transformer based
Price based Other program

Demand Response Definition

EVload | o]
Qjﬂ | Smart Meter

Smart House Energy Management

4 <
{|[ Python, Raspberry Pi |} P e
[ C1 Java ESP32 ‘e("  MinmizingCost |
{|  Homer Arduino '&|  Maximize Comfort Level
{| OpenHAB STM32LI ' E Reducing electricity usage
{| BEMOSS XKhbee S0011P 5 3 Emergency demand reduction, etc
i WattDepot NodeMCU ! \ /
i J '= [ Appliance aperation constraints
S, Software Hardware ,f’l EE Indoor temperature constraints
TTTLIIITTTITTTITTTTTTTTTRS T ) B ESS operation constraints
COMILP g EV constrains
| MINLP i 'xf:’ o PV constraints, etc, Jz,r'
! MIQP T oy
i PSO :
! GA, i Washing machine
: fﬂ; ' Water heater
i i Electric oven
b ! Microwave
Optimization Techniques Dishwasher
D nimniinimniiniisimninnieniniigia e L S - Relrigerators
e ZigBee ™ Yo Aidr conditioner
: Z-Wave protocol P Electric vehicle
. BACnet ; ! Renewable energy storage
: Enocean o e
E Glowpan i Smmmmmmmmes s
KNX-RF i Controllable Sources
: WIFT KNX :
i MOQTT LonWaorks :
i Bluetooth DALI §
| WLAN openADR i
5 MMS DSGP |
i IEEE 802.11b M-Bus :
: HTTP Mod Bus i
! Medium access control WeBservice i
i Intemet Protocol suite PLC :
\ J i

... Wireless Protocols  Wired Protocols s

Overview of home energy management system
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Detection Methods in Smart Meters for Electricity Thefts

Different energy theft situation,

sample Electricity Theft Statistics Central Billing System  (a) Energy theft by bypass connection, in this case, substation meter shows

more reading than a home level meter, therefore service provider face

G
Count % tol ® 1 Distribution EE financial loss
o Lo BE G e Substation (b) Energy theft by hacking smart metering system, in this situation victim
USA [15] 0.5% ~ 3.5% $1 ~ 10B i consumers face financial loss from manipulated energy consumption.
India [11][16] 30% $16.2B #T Without anrg}' Theft With ]".n&:rg}-‘ Theft
South Africa [17] 33% 20B Ran;i ($1.5B) Problem statement [} T
Netherlands [18] 23% €£114M(5123.49M)
. : Substation
Brazil “8‘] (19] 20 ~ 30% 8B reais(3 3%?3) é Q1: Why do adversaries steal electricity? A Meter
E{a;gladeb{];{ﬂﬁ] ;’gg ;ggEMTK(& 0.86M) (- litical factors ) + (m:lu—ecnnnmlca] t’actn@ B}'Pﬂ 35 .Hl';'("-"‘-"l“
aysia (Section I1-A) (Section 11-B) C ] ( == i
" Y, onnection -
Turkish[21] 15% $1B 1 \i}; N
Jamaica[22] 18% $46M [ Q2: how to steal electricity? h &/
Canada [23] _ 100M CAD ( meter working principles (section I1I-A) )
— —_—
compromising compromising 10KWh
elech-n—\megl:nnicnl meters desf:ﬁmc::fém
Laws Relevant to Electricity Theft basis Cection TH _ _(etion EC) Home
( data level artack models (section [11-D) D} Smart
Countries | Laws Punishment ~ T S Meter
UK Theft Act 1968 Imprisonment not exceed- - — ~
ing fiv 40 Q3: why do we need to address electricity theft?
ing five years [40] '
Tndia The Electricity Act | Imprisonment  from  SiX _r adverse effects (Section T) \ -
nical power quality safety -+ -]
2003 months to five years; orfand | loss + Qs + s | Energy I
fine not less than three R
times the financial gain by alleviating lmﬂﬂvaﬂon alleviating Thief
. _ electricity theft [41] (" Q4: how to combat electricity theft? h (a) (b)
China Electricity Law 3 fine of t1.1]:f E: ﬁ\;e tt:j:n_es s Jeteetion techniques .
s that should be paid - ;
fees that should be paid Jq‘:;:gl::afd mli';;::tl:;ml;;d RS belection / RYRARA] building \ (4) Model
or prosecuted for criminal institutional policy (Section IV) (Sectian V) " Load profile . Test data set application
liabili dati Ls Data reduction — Split data set
ability (Section 111-C) e Customer filtering | Training data set
Pakistan Pakistan Penal | Imprisonment up to three > measurement mismatch based & selection | Yes - -
Code  Electricity | years or/fand with fines up (Section VI ) S Featrure sclection & extraction New data
Theft Amendment | to ten mullion rupees [42] fature works (Section VII) - il slhpmibel
2016 . N Prior records "FJI)::.;LT:“:,]:EM-\‘ Dela S| "Mea [Demand | Demand || Load || s it '
* e R | |, deviation|| n JD billed | contracted , factor oy i Electricit
Turkey Criminal Code Imprisonment from 1 to 5 E " Smooth out noise ) - Ale————r——— o
years [43] /R e  Remove oulirs L energy L wonstormer | fuctor |, demand | MY Training [{Evaluation | —
Algeria Code Penal Art. | Imprisonment from 1 to 5 o _ i Courvct incousinences) Detection] | Last | Installed |, Losalion ]
350 years am:! fines from 500 to " Other information o count | detecion | power [ Season | | l
20,000 dinars [44] —  BeEem Data transformation training evaluation List of
Nigeria Nigerian Electricity | Fines from N50,000 to — { Et.l ([ Normalize data No . adversaries
Regula:t(}l.'y N200,000 [45] ariff category I ' / Discretize data | \__’ Original data set 1 f f /
Commission \ J
BAIHOC

Common work-flow of machine learning-based detection methods
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Outline
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Demonstration and Policy Directions for Smart Grid

Features:

— Integrated Test Bed

— Close Collaboration Between Public and Private Sectors

— Verification of Different Power Market Models
« Participants: Korea Electric Power Corporation(KEPCO) Plus Automakers,

Telecommunications Companies and Home Appliance Manufacturers
-Includes Major Companies Such as LG, SKT, KT, and Samsung

* Open to Foreign Companies

Grid4EU demonstration sites

o7

1) Outage Detection in the LV Network

1) Failure Management in

1) Secondary Substation Node MV Networks

Sl

(SSN) or LV and MV Control ¢ - 2) (Dec.) Grid Operation in
Infrastructure e MV Networks

2) Automatic Failure Detection |

3) Automatic Grid Recovery ~ +

4) Customer Engagement

1) LV Gnd Automation of
2) M\( Grid Automation of

3) Managgmem of Islanding

1) Islanding
2) Reductlon

of Power Demand
3) M ized PV Prod
on LV Network Regarding
Constraints and Flexibility

Grids

Programs

1) Voltage Control on MV Grids
2) Anti-Islanding Protection on MV

3) MV Measurement Acquisition
4) Demand Response for MV
Customers

4) Encourage Resident to Adopt

Smarter Habits According to
Network State DEMO6-ERDR

4.950,1 Billion
-\@ VND for Con Dao

Grid-connected
Power Cables

Kyoto Prefecture
Key players

ot
Scenoe iy, Kyolo University

Yokohama C

Key players
Gy Yekohama, Tostibs Cor
Corponkin Tokvo e Ponc Gompay. oo 085 Co

Pllot site feature
Anwy ceveloped cry Pllot site feature

A welhdevekped metropokan oty
Budget
1357 bition yen Budget

T4 bikon yen
Characteristics of pilots

Characteristics of pilots

Eneegy managerment systems, EV chsrgng. PV mstalisson. demand
respanse

Major achievements
Net
scheduied 10 be tested. 68 lectic vehicles n operanon

y "
renenatie energy. Mestyle refoms

Majorach

levements
Iraralltion o HEMS and PV-HEMS 5aved 70% siecviky

Kitakyushu M
Key players Toyota Ci
Keakyushu Cty Fuf Electre GE 180 Nigpon Steel. Yaskawa Key players:
Tovea Gy Toyea Crubu B, Tobo Gar, Toson Mt
Pilot site feature Haavy, Shap Fujtss
s
s oS Pliot site feature:
An edustnal oty
Budget
1833 bk yen Budget:
227 blbon yen
Characteristics of pilots
‘Characteristics of pilots
Energy systems. cemand responce whh 10 homes

enengy system (a bcal seel comparty, Ngpol Steed a5 an
electrnoty producer)

Major achievements s

Fouseholds, which saved 26 % sieotacty st most 7 corporations
stabed wih senart metees.

ievements:
narlmerwunnwmmmmn&m
maved n; demand €9 househokds wt

036 camed ot n
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a0 30% alochicty 3t et

04 large-scale smart-community demonstration projects in Japan

25/06/2022

A number of key steps should be taken to ensure a
successful large-scale demonstration.

Engaging stakeholders, from the beginning of the
demonstration (defining its scale, scope, and
objectives) to the end (when results are evaluated,
and next steps are discussed):

Linking the scale, scope, and objectives of the
demonstration to the information needed to commit
resources to building a smart grid

g Defining metrics for evaluating demonstration results

@Coordinating the planning of the demonstration with
other demonstration projects

? Using scientific study methodologies rather than just
technology demonstrations, as appropriate
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HIGH TECH APPLICATIONS

Driving Force of Smart Grid

Control Center / Field / Resource / 0
Grid Operator Back-End Delivery and Distribution Customer or Third Party CO mmunic

: 4 ation

|
1 % F > N —
j Hl b, g IENE

‘ .

g Communications

Renewabl
e Energy

|
Analysis 1
Optimization | Controllers y
| Energy |
| Storage | . . .. .
: The five forces are collectively driving grid

€3 £ ransformation:
OO DEBE

: Storage Controls

| |
{ Smart Solar Energy Home Area

Cust d y . Thermostats PV Storage Network
T, \ S prT— State, and local policies
Third-Party W Devices Meters

The emergence of new participants

Distribution

The advancement of technology

TECHNOLOGIES AND RESOURCES ACROSS TRANSMISSION, DISTRIBUTION, AND CUSTOMER SYSTEMS

The convergence of the electric grid with other systems

Increasing concerns regarding the security and resilience
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Energy Internet (El) ~ A truly Intelligent Gri

Plug & Play
Intelligent Management End Users
Software
. Future Perspective e 1
Copodination and Conclﬁ?i:on ‘ i‘m
< 3 1) ©
/‘“'\ Technologies Control and @ 8
e S 5 a0
y Supporting Management : ‘
; El J
4 LI Concepts
Thtodich System Complexity
QoLLCHU S * Latency
‘ o Control and Coordination ' ® Power Electronics
e — @ Energy Router Schemes Technology
. i * Energy Hub e Management and » Efficiency
b Elas Smart ('!'. * Energy I'_“”}“‘ Optimization models » System Security
¢ Background ¢ ElasGlobal (“‘Ej : Access Equipment s Packetized Energy ® Standardization
« Motivation ¢ Elas Quantum Grid|) e Intelligent Energy Management * Energy Trading and
e Elas Large-Scale Management Business model
Cyber-Physical o Distributed Energy Social A
) ) S ) ® Social Acceptance / i {
System Resources P o '\InnEa::nen( \ = Ek;tr::o:cr
s § ; ; g1 etwor
¢ Other Views on EI e Smart Metering Infra- . Nehgvork . ‘%
structure i ‘ Ey ﬁ u
o Peer to Peer Energy y " « = Q A
Trading Pricing | A‘ Nuclear ‘
o Software Defined Markee | 3] (_D‘“" i % Coal
Network [J.t] = enter b
: Steam
Engine

Energy Storage

Control Center
Overview of the El structure and the technological challenges

Network
Distributed SN
- Energy Resources LS =2 N
“' Network I { a . J ﬂ §
(o, =
Wide Area EI { \ - )
- . g & — ~
Solar panel M ® ‘_ ._v\ | )
x -0 ~ —
Electric vehicle = - __
Wave Wind
Storage devices | K Power — Power
l Solar
Energy Router “" & 7/ Power ‘
/' - - flow Communication flow Energy flow
.l Smart meters {/‘:j ) Sub energy routers . Energy Packet D

\ Traditional
Generator
(a) ~_ - (b) Residential load

Basic structure of an El comprising multiple networks, such as a distributive energy resources network,

energy storage network, data management network, and internet and communication networks with
features, like Plug and play, intelligent soft ware, sub energy routers, and smart meters.
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Recommendations for Future Vietham Smart Grid

7
[ Traditional Grid == | ‘,,'* )
= it J

J

s Well-Prepared
Workforces
+* Demonstration Projects

Systemn Architects
Data Scientists
Modeling and Simulation Specialists
IT/OT Cybersecurity Specialists

Communications Engineering
Digital Controls Engineering

Protection and Controls Technician Protection and Controls Technician
Electrical Construction

Protection and Controls Engineering

Electrical Construction
Protection and Controls Engineering

Power System Engineering Power System Engineering

Workforce skills needs for smart grid
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CONCLUDING REMARKS

° Smart Grid Perspective
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e Implications
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